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Abstract 
    In this paper, the principal concepts of the energy flow/barrier analysis are 

used to define an accident as a series of events including failure of the control 
and protective barriers, which results exposure of a target to a hazardous 
agent. “Barrier structure” is introduced, as a combination of serial and 
parallel barriers, to calculate the severity of risks of accidents. It is defined 
for each hazards and targets, separately, to identify the different accident 
processes. The accidents risk are estimated by using the barriers reliability 
and efficiency. This approach can be used to identify the different accidents 
scenarios and to recognize the more critical barriers. 
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1. Introduction 
In this paper, the energy flow/barrier concepts are studied and a novel approach is 
introduced to recognize different accident processes and to identify the more critical 
barriers. Based of the energy flow/barrier concepts an accident is defined as a series of 
events including failure of the control and protective barriers, which results exposure of 
a target to a harmful agent. A barrier modelling method, “barrier structure”, is 
introduced, which is applicable for evaluating the probability and the severity of the risk 
of the accidents by using the reliability and efficiency of the barriers, as the known 
parameters. 

2. Energy flow/barrier analysis  
Energy Analysis is a straightforward method, which is performed by evaluation of 
hazards associated with identified energies and making proposals for improvements 
(Harms-Ringdahla 2003). The advantage of energy analysis is that it is dependant on 
information at a relatively coarse level and may be performed at an early project phase 
(Kjellén and Sklet 1995). 
Barrier analysis provides a structured way to consider the events related to a safety 
system failure (Livingston et al. 2001), and helps to identify the system weak points 
which have an insufficient level of risk control (De Dianous and Fiévez 2006). It is used 
to select, optimise, and verify the barriers (Kjellén and Sklet 1995), and to determine 
how these barriers or controls may be failed (USDE 1992) by considering the technical 
or human dysfunctions (Polet 2002). 



 

3. Related works 
The theories utilised in energy flow/barrier analysis were originally based on the 
successive works of Hienrich’s domino theory back in the 1930s, Haddon in 1966 and 
Gibson in 1961 (Livingston et al. 2001). The accident process is modelled as 
transferring energy from one domino to another, and to prevent the accident; the energy 
transfer must be prevented by removing one of the intermediate dominoes or by erecting 
a barrier between them ((Livingston et al. 2001, Trost and Nertney 1995). 
The ‘classical’ barrier concept presumes a hazard and a target, which is protected by the 
barrier. In this context, distance is also considered a barrier (Guldenmund et al. 2006). 
Using this definition, Hasan [these hassan] simply explains that barriers (“safety 
measures”) are used to avoid the exposure of operator to the dangerous phenomena.  
In accordance with the further requirements, this concept stretched comprising also the 
measures that prevent some sorts of the “loss of the control” (Guldenmund et al. 2006), 
resurrect the target, or mitigate the accident consequences (Polet 2002, Zhang et al. 
2004).  

Hollnagel (1999) and De Dianous and Fiévez (2006) distinct passive, active, and 
procedural barriers. Polet (2002), Zhang et al. (2004) and Hollnagel (1999) classify 
barriers as material, functional, symbolic, and immaterial.  
In an organisational view, Hollnagel (1999) describes another classification for barriers 
namely physical, technical, and human factors/organisational barriers. In a similar 
regard Guldenmund et al. (2006) regroups the different elements of the hardware and 
behaviour barriers. 
Hollnagel (1999) distincts the protector, and the preventive barriers.  It defines barrier 
as the “equipment, constructions, or rules that can stop the development of an accident”. 
Using the same idea, De Dianous and Fiévez (2006)  categorise the preventive and 
mitigate barrier effects, illustrated as the bow-tie diagram (see figure1). In this model 
the frequency of occurrence of the events is calculated, by taking into account, the 
reliability of the safety functions. 
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Fig. 1: Prevention and mitigation safety functions presented 
in the Bow-tie model  
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According to TPSAN (2005), control barriers limit the hazards, and defence barriers 
protect the targets.  
This same suggestion is proposed by De Dianous and Fiévez (2006), which states that 
potential consequence of the dangerous phenomena depends on the severity of the 
accident and the vulnerability of the target.  
De Dianous and Fiévez (2006) introduce barrier necessary requirements, including: (1) 
the effectiveness (2) the response time, and (3) the level of confidence (reliability). 

4. Methodology 
According to Hollnagel (1999), an accident can be described as a set of failed barriers, 
which results transfer energy to the target. A barrier failure is the termination of the 
ability of a barrier to perform its required function (Rausand 2005a). Considering these 
definitions, as illustrated in figure 2, for occurring an accident, barriers should be 
breached by energy and/or by targets. For simplicity these processes can be modelled as 
the progress of energy and target toward each other, through the barriers. In this case 
contact of the energy with the target is occurred in an intermediate point. 
The effects of barriers according to the energy view and target view are different. In the 
energy view, by breaking the barriers, generally the amount of the energy and therefore 

its potential for damaging is reduced however in the target view, when it breach a 
barrier, target is less protected, and therefore the probability and the severity of potential 
damage increase. This means that the effect of breaching a barrier, on the risk, is depend 
of how, and by which agent, it is breached. For example there is difference between a 
cases that an operator take off his safety casket voluntary, before impact of an 
dangerous object with his head, and the case that dangerous object break his casket by 
its energy. In both cases this barrier is breached, however in the first case operator 
expose his head directly to the dangerous energy, therefore the risk of accident increase, 
and in the second case, impacted energy is reduced before contact with the operator 
head, and we can hope that the damage will be limited.  
Other aspect is that in the discussed model, barriers are considered in a serial structure, 
this means that barriers are substitution of each other, however, to model practical cases 
more complicated structures are required. As a schematic example in the figure 3, four 
kinds of the barriers are illustrated: (1) two wall, (2) a door, (3) a lock, and a (4) danger 
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Fig. 2: Accident process model as failure of the barriers 
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sign. The danger sign is serial with all of the other barriers (it is supposed that it is 

visible everywhere), and the lock is serial with the door. However the walls are not 
serial with the door and its lock, because it is not obligatory to pass from the walls 
before or after passing through the door. 
The walls are parallel (complement) with each other. A parallel barrier structure will be 
breached if minimum one of its barriers breaches.  
It is supposed that the effectiveness of a barrier is only a function of the impacted HA to 
it. The inefficiency function of barrier k ( kf ) represents the crossed HA from the 
barrier k, based on the impacted energy to it. 
Generally, the barrier sets, including several barriers are used to mitigate the hazardous 
effects, or to protect the target. A barrier structure, including serial and parallel barriers 
is introduced to model the accumulation of the barrier effects. In a serial structure, in 
order to impact HA to the target, it should cross from all barriers.  
It is considered that a barrier can be function properly or be failed. For the first case 
effectiveness of the barrier is considered as a function of impacted energy, and in the 
second case barrier will have not any effect on the system. 
In this case the impacted HA for each barrier, in an serial barrier structure, is the 
outputted HA from the previous barrier, sequentially, and the successive HA reduction, 
after applying n serial barriers, is determined by as recursive calculation as: 

11 )1()( −− −+= kkkkkk rrf χχχ  
Where 0χ is the impacted HA to the barriers set, and kχ , k=1,..,n is the resulted HA 

after crossing from barrier k. The Bernoulli random variable 
nr  demonstrates the 

truthful functioning of the barrier, with following probability distribution: 
kk RrP == )1(  

kR  is the reliability of the barrier k, for the studied scenario. 
In a parallel barrier set, HA may cross through each of the barriers, and the barriers set 
would fail by failing each of the barriers. The parallel barriers are attached by ‘OR’ 
gates. According to the role of the barriers, the designer determines the kind of the ‘OR’ 
gates as the ‘maximum’ or ‘bounded sum’ functions:  
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The severity of the risk of accidents is a function of the impacted HA to the target, 
which is calculated as followed: 
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Fig. 3: An example of the serial and parallel barriers 
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jλ  is the severity of accident j, and jh is a function that map the impacted energy to the 
estimated accident severity. 
When a target beaches the barriers, the severity and the probability of the accidents is 
changed because target is more vulnerable to the dangers, however, generally, the final 
vulnerability is path independent. For example when an operator is in danger zone, his 
vulnerability is not depend of the way that he is passed from it. In the contrast, generally 
final energy after passing from the barriers is path dependant. It means that final energy 
is depended not only on the barriers that are breached by energy, but also to the order of 
the breaching these barriers.  
Most of the barriers have effect both on the energy and target, but these effects may be 
different. A protective wall limits energy in the interior of a zone, and at the same time 
it limits the access of the target to the dangerous zone. Also there are barriers that have 
only effect on one of them (energy and target). For example a danger sign only can be 
considered as a barrier for the target, and has not any effect on the energy source.  
For considering these aspects, the target view is separated from the energy view by 
considering the different barrier structure for them. 

5. Discussion 
It is supposed those barriers are failed independently. Independence implies that the 
failure of one component will not have any influence on the other components (Rausand 
2005b). This assumption is not valid where there are the commune barriers failure 
causes. In this case the calculation method related to reliability of the barriers should be 
adopted according to the conditional probability rules. 
For simplicity, the barrier effectiveness is considered only as a function of the applied 
energy, and the effects of other parameters like the environmental conditions, and the 
variation of barrier effectiveness, and reliability during the time, is ignored, however 
model remained valid also by considering other parameters. 
The effects of impacting more than one HA to barriers are not studied. 
Some of barriers may be fail during accident 
In some cases amplitude of HA increase after passing from a barrier, by achieving the 
new dangerous materials for example. In these cases the protective effect of barrier may 
be considered be a negative value, and this effect also should be considered for the 
failed barrier. 
The mode of the contact is not modelled.  
To prove the validity, and applicability of this model, it should be applied through the 
real cases for the practical analysis. 

6. Conclusion 
In this paper the essential concepts of the energy flow/barrier analysis are discussed. 
The various aspects of breaching the barriers by the target and energy are discussed. A 
barrier modelling approach is introduced by presenting a graphical demonstration 
method, and a mathematical formulation for evaluating the probability and severity of 
accidents, for various scenarios.  
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